Cltl Treasury and Trade Solutions

Security Procedures
[Mpouedypu be3snexu

Introduction
BcTtyn

These “Security Procedures”, as referenced in the Communications section of the Master Account and Service
Terms (“MAST”) (or other applicable account terms and conditions), are designed to authenticate the Customer’s
log-on to the Bank’s connectivity channels and to verify the origination of Communications between Bank and
Customer in connection with the following Services or connectivity channels (the availability of which may vary
across local markets).

Sk 3a3HayeHo B po30ini 38’a30k OCHOBHUX NOJIOMEHb Td yMOB 06¢1yroByBaHHs paxyHkis (MAST) (abo iHwux
30CTOCOBHUX NOJIOMeEHb TA YMOB paxyHkKiB), ui lpouedypu 6e3neku, npusHayeHi 0719 ni0TBepOMeHHS ABTeHTUYHOCTI
BXx00y KnieHTa 0o KaHaiB 3B’93Ky BaHKy Ta 0715 nepeBipKU NOXOO0XEeHHS 3B’93Ky Mix baHkoM Ta KnieHTOM CTOCOBHO
Takux Mocayr abo KaHanie 38°a3ky (00CTYNHICTb AKUX MOX(E BIOPI3HATUCS HA Pi3HUX MICUEBUX PUHKAX).

«  CitiDirect® (including WorldLink®)
CitiDirect® (skntouaroyu WorldLink®)

o CitiConnect®
CitiConnect®

«  Society for Worldwide Interbank Financial Telecommunication (“SWIFT”)
Society for Worldwide Interbank Financial Telecommunication (SWIFT)

e Manual Initiated Funds Transfer (“MIFT”)
Mepekxas kowTis, iHiyitioBaHuli Bpy4Hy (Manual Initiated Funds Transfer, MIFT)

« Interactive Voice Response (“IVR”)
InTepakTuBHa rosocosa BidnoBidb (Interactive Voice Response, IVR)

«  Email/Fax/Mail/Messenger/Phone with the Bank
KoHTakT 3 baHkoM 3a donoMoru esleKTPOHHOI nowTu/hakca/3BuyaliHoi nowTu/mMeceHO#epa/TenedoHa

»  Otherlocal electronic connectivity channels
IHWIi 1o0KAbHI @NeKTPOHHI KaHAIU 3B’93KY

These Security Procedures are to be read together with the MAST and may be updated and advised to the
Customer from time-to-time by electronic or other means, including but not limited to posting updates to the
Security Procedures on CitiDirect. Unless otherwise provided by law, Customer’s continued use of any of the
above noted Services or connectivity channels after being advised of updated Security Procedures shall constitute
Customer’s acceptance of such updated Security Procedures. These Security Procedures cover the following:
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Li Mpouedypu 6e3nexu cnid yuratu pazom 3 MAST. BoHU MO} Tb Yac BiO 4acy OHOB/IIOBATUCS TA 00BOOUTUCS

0o Bidoma KnieHTa 3a 00noMOrot efneKTPoHHUX abo iHwux 3acobiB, BKIOYAKOYU, aJie He 06MeXy4uch,

ny6nikayito oHoBsieHb 00 lpouedyp 6esneku B CitiDirect. SIkujo iHwe He nepedbayeHo 3aKOHOOABCTBOM, NodA/IbLUE
BUKOPUCTAHHA KnieHToM 6y0b-skol 3 BuwesasHavyeHux locayr abo KaHaiB 38’a3Ky Nic/19 OTPUMAHHS NOBIOOM/IEHHS
npo oHosneHi Mpoyedypu 6e3neku o3Hayae 3rody KnieHTa 3 Takumu oHosseHUMU lMpoyedypamu 6e3neku. Li
Mpouedypu 6esneku 0XonrTb HACTYNHE:

ls|
=)
(=]
S

e

uondNposIU|

uoiddn,

A. Authentication Methods
3acobu aBTeHTUiKayIT

B. Customer Responsibilities
06oB’s3ku KnieHTa

C. Datalntegrity and Secured Communications
LlinicHicTp 0aHux Ta 3axuwieHi kKomyHikayil

D. Security Manager and Related Functions
MeHedxrep 3 6e3neku Ta NOB’A3AHI 3 HUM (hyHKUYiT

Authentication Methods
MeTtodu aBTeHTUGhiKayii

The Security Procedures include certain secure authentication methods (“Authentication Methods”) which

are used to uniquely identify and verify the authority of the Customer and/or any of its users authorized by

the Customer typically through one or a combination of mechanisms such as user ID/password pairs, digital
certificates, biometrics, security tokens (deployed via hardware or software), seal/signature verification, and/or
devices associated with the Authentication Methods (collectively, the “Credentials”). Authentication Methods and
associated Credentials allow the Bank to verify the origin of Communications received by the Bank.
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lpouyedypu 6e3neku BKAYAKTb NeBHI 6e3neyHi meToou aBTeHTuikayii (MeTodu aBTeHTUiKaYiL), SKi
BUKOPUCTOBYIOTbHCS 0/1 yHIKAIbHOT iDeHTuUgikayii Ta nepesipku hoBHoBaxeHb KnieHTa Ta/abo 6ydb-skoro (ioro
KOpucTyBQa4a, ynoBHOBAMEHOro KnieHToM, ik hpaBusio, 3a 00NoMorot 00Horo abo koMbiHayil TaKux MexaHiamiB, K
napu ideHTuikaTop KopucTysaya/napons, 4ugpposi cepTughikaru, biomeTpuyHi OaHi, TokeHu 6eaneku (PO3ropHyTi
3a 0onoMorot anapaTHoro abo nporpaMHoro 3abesnedyeHHs), nepesipka neyatku/nionucy Ta/abo npucTpoi,
nos’s3aHi 3 Metodamu asTeHTUgikayii (pazom - 06ikoBi 0aHi). MeToOu aBTeHTUbikayil Ta NOB’A3aHI 3 HUMU
O6nikoBi 0aHi 003B0/1510Tb BaHKy nepeBipsiTu noxoOxeHHs loBidomeHb, OTpuMaHux baHkom.

More information regarding Authentication Methods for access to Services and/or connectivity channels may
be accessed on the CitiDirect Login Help website. Customer may at any time select an available Authentication
Method. During implementation of Services or connectivity channels, Bank may set-up a default Authentication
Method, which Customer may change at any time to another available Authentication Method.

binbw detanbHy iHghopmayito npo MeTodu asTeHTuhikayii dns doctyny do lMocayr Ta/abo kKaHanis 38°3Ky
MoxHa oTpumartu Ha Bebcaliti CitiDirect Jonomora npu peectpayii B cuctemi. KnieHT Moxe B 6y0b-skull yac
obpartu doctynHutli Metod aBTeHTuikayil. I1id yac BnpoBadxeHHs Mocayr abo kaHAniB niok10YeHHs BaHk Moxce
BCTAHOBUTU MeTo0 aBTeHTughikayii 3a 3aMoBYyBAHHAM, kUl KnieHT 6y0b-Ko/1u Moxe 3MiHUTU Ha iHwull MeTo0
aBTeHTUgikayii, doctynHull 019 HbOro.

The following Authentication Methods are available to access the services and/or connectivity channels:

Icrytote HacTynHi MeTodu asTeHTubikauil, Heo6xidHi dns 3dilicHeHHs docTyny Ao MocAyr Ta/a60 KAHAMIB NIOKIOYEHHS:
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device, and cryptographic techniques to gain access to CitiDirect. Physical trait data
is not transferred to the Bank when the user selects this authentication method.
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Biometrics Adigital authentication method that utilizes a user’s unique physical traits, (such as a 5' g
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L{ugpposuti MeToO aBTeHTUhiKayii, IKUl BUKOPUCTOBYE YHIKA/bHI (hi3uyHI
XApaKTepucTuKu Kopuctysaya (Hanpukiad, BiobuTKu NAbYiB T PO3NI3HABAHHS
06/1uyys), BOyOoBaHy bioMeTpuYHY TexXHOJI0rito Ha MObGiIbHOMY NPUCTPOI KOpUCTyBaYa
Ta KpuntorpacgivyHi MmeToou 0715 oTpumMaHHs docTyny do CitiDirect. SIkwo kopucTyBay
obupae yeli MeTo0 aBTeHTUGhikayii, 0aHi npo Uoro (hizuyHi XapakTepuCcTuKu He
nepedaroTbcs 00 baHky.

Challenge Response Token | Either (i) a mobile application based soft token (e.g. MobilePASS) or (i) a physical
TokeH meT00 «3anur- token (e.g. SafeWord Card, Vasco) which in each case is used to generate a dynamic
BionoBiob» password after authenticating with a PIN (e.g. 4-digit PIN). When accessing
CitiDirect, the system generates a challenge and a response passcode is generated
by the utilized token and entered into the system. This authentication method, when
combined with a secure password results in multifactor authentication.

(i) MporpamHuli TokeH Ha ocHoBi MobinbHoro dodatky (Hanpuknad, MobilePASS) abo
(i) ¢hisuyHuli TokeH (Hanpuknad, SafeWord Card, Vasco), skuli y KoxHoMy BUNaoKy
BUKOPUCTOBYETLCS 07151 reHepayii OUHaMIYHOro naposito Nicas aBTeHTUhikayii 3a
donomoroto PIN-ko0y (Hanpuknad, 4-3HaqyHoro PIN-kody). [pu Bxodi B CitiDirect
cuctema reHepye 3anut, To0i K Naposib-Bi0NOBIOb reHepyeThCsl 3a A0NOMOroH
TOKeHY, W0 BUKOPUCTOBYETbLCS, | BBOOUTbCS B cucTemy. Lleli meTod aBTeHTUiKkayii

B NOEOHAHHI 3 CeKpeTHUM naposiem 3abe3neqye 6aratohakTopHy aBTeHTUIKayiro.

One-Time Password Token | Either (i) a mobile application soft token (e.g. MobilePASS) or (ii) a physical token
TokeH 3 00HOPA30BUM (e.g. SafeWord Card, Vasco) that is used to generate a dynamic password after
naposieM authenticating with a PIN (e.g. 4-digit PIN). This dynamic password is entered into
the system to gain access.

(i) MporpamHuli TokeH Ha 0CHOBI MO6iIbHOro dodatky (Hanpuknad, MobilePASS) abo
(i) hizuyHuli TokeH (Hanpuknad, SafeWord Card, Vasco), akuli BUKOPUCTOBYETbCSA
019 reHepauyii QUHAMIYHOro naposis nicas aBTeHTugikayii 3a donomororo PIN-kody
(Hanpuknao, 4-3Ha4yHoro PIN-ko0y). Lleli OuHamiyHuli naposib BBOOUTLCS B B CUCTEMY
07151 OTPUMAHHS 00CTyny.

Secure Password A user enters his or her secure password to access the system. A secure password
CekpeTHul naposib typically limits a user’s capabilities on the system, for example, by only permitting
that certain information be viewed by the user. This authentication method, when
combined with a challenge response token results in multifactor authentication.

KopucTtyBau BBoOUTb CBIli cekpeTHull naposb 015 docTyny 0o cuctemu. CekpeTHull
naposb 3a3Bu4ali 06Mexye MOXIUBOCTI KOPUCTYBAYA B CUCTEMI, HANPUKIIAO,
003BOJ/ISIHOYU KOPUCTYBAYEBI nepernig0aru uwe neBHy iHgpopmayiro. Llel meTod
aBTeHTUhikayii B NOEOHAHHI 3 TOKEHOM MeTo00M “3anuT-Bi0noBidb” cTBOPHOE
6aratohakTopHy aBTeHTUghiKkayiro.

SMS One-Time Code A dynamic password delivered to users via SMS, after which the user enters the
O0HopasoBuli SMS-kod dynamic password and a secure password to gain access to the system.

JAuHamivHul naposb, skull HAOCUIAETLCS KOpUCTYyBayam 3a donomoroto SMS, nicns
4oro KOpucTyBay4 BBOOUTH Uell AUHAMIYHUL naposib Ta a cBill cekpeTHUl naposb 015
oTpUMaHHsI docTyny Ao cuctemu.
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CitiDirect Authentication Methods

Metodu aBreHTudhikayii CitiDirect

Voice One-Time Code
lonocoBull o0HopasoBull
K00

Adynamic password delivered to users via an automated voice call, after which the user
enters the dynamic password and a secure password to gain access to the system.

HAuHamiyHuli naposb, SKuli HAOCUIAETHCS KOPUCTYBAYEBi 3a 00NOMOror
aBTOMATU30BAHOIO r0J10COBOro 03BIHKA, NIC/IS1 YOro KOPUCTYBAY BBOOUTbL yell
duHamiyHuli naposib Ta CBili cekpeTHUll naposib 07151 OTPUMAHHS 00CTyny 00 CUCTEMU.

Digital Certificates
Lughposi cepTughikaru

Adigital certificate is an electronic identification issued by an approved certificate
authority for authentication and authorization. Digital certificates may be attributed
to corporate legal entities (“Corporate Seals”) or individuals (“Personal Certificates”).
The Customer is responsible for properly verifying the identity of all users of Personal
Certificates acting on behalf of the Customer in accordance with local law.

The Bank and the Customer are required to use digital certificates provided by
authorized persons, to ensure all Communications exchanged via a public internet
connection or an otherwise unsecure internet connection are fully encrypted and
protected.

Lugpposuli ceptughikar - ye enekTpoHHUU ideHTughikaTop, BUOAHUU 3aTBepOHeHUM
UeHTpoM cepTudpikayil 3 MeTor aBTeHTUgikauii Ta asTopusayii. Ljughposi
cepTughikatu MoxyTb 6y TU NPU3HAYeHI puduyHUM ocobam («KopnopaTusHi
neyarku») abo gizuyHuM ocobam («epcoHasbHi cepTugikatus). KnieHT Hece
BIONOBIOA/IbHICTb 3a HAJIEHHY nepeBipKy 0cobu BCix KOPUCTYBAYIB [1epCoHAIbHUX
cepTughikaris, sKi 0itoTb BiO iMeHi KnieHTa, BiOnoBiOHO 00 MicyeBoro 3aKkoHo0aBCTBA.

baHk Ta KnieHT 3060B’93aHI BUKOPUCTOBYBATU UUGPOBI cepTughikaru, HaoaHi
ynoBHOBAXEHUMU 0cobamu, 07151 3abe3neyeHHs NOBHOIo WUPYBAHHS TA 3axXUCTY
Bcix KomyHikauyill, skumu 06MiHIOHTECS Yepes nybiiyHe iHTepHeT-3’ €0HaHHS abo
[HWUM YUHOM He3axuujeHe iHTepHeT-3'€OHAHHS.

CitiConnect for Files Authentication Methods

MeTtodu aBteHTugbikayii CitiConnect dn15 ¢paiinis

Digital Certificates
Lughposi cepTughikaru

See description above.

JuB. onuc Buuwe.

IP Address Whitelist When
Using CitiConnect

Binuli cnucok IP-adpec npu
BukopucTtaHHi CitiConnect

Certain Internet communications received by the Bank, for example, via a Virtual
Private Network (VPN), may also rely on the parties exchanging information

using pre-agreed Internet Protocol (IP) addresses. The Bank will only accept
communications originating from the Customer’s designated IP address, and

vice versa, and the Bank will only transmit Communications to the Customer’s
designated IP address, and vice versa. Used in conjunction with Digital Certificate
method above.

[Jeski IHTepHeT-noBiOOMIeHHS, OTPUMAHI baHKkoM, Hanpukaao, yepes BipTyasibHy
npusatHy mepexcy (VPN), MOXYTb TaKOX 3aexarTu Bid Toro, ujo CTOPoHU
06MIHIOITbCS IHGhopMayiero, BUKOPUCTOBYHOYU nonepedHbO y3rooxeHi adpecu
IHTepHeT-npoTokony (IP-adpecu). baHk npuliMae TinbKu Ti NOBIOOMIEHHS, Ki
Hadxo0AaTk i3 3a3HaveHoi KnieHtom IP-adpecu, i HaBnaku, i bBaHk nepedae TisbKU
Ti noBiOOM/IeHHS, IKi HA0X005Tb Ha 3a3HaveHy KnieHTom IP-adpecy, i HaBnaxu.
BuKkopucToByeTbCS B NOEOHAHHI 3 MeTo00oM LjughpoBoro cepTuchikary, onucaHum
BUWe.
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CitiConnect APl Authentication Methods

Mertodu aBreHTUuthikayii CitiConnect API

Digital Certificates
Lughposi cepTughikaru

See description above.

Jus. onuc Buwe.

IP Address Whitelist When
Using CitiConnect

Binuli cnucok IP-adpec npu
BuUKopucTaHHi CitiConnect

See description above.

Jus. onuc Buuwe.

CitiConnect for SWIFT Authentication Methods

Merodu aBreHTuthikayii CitiConnect dnsa SWIFT

Digital Certificates Ljughposi
ceprughikaru

See description above. Can be used in conjunction with SWIFT Authentication
method below.

JuBiTbcs onuc Buuwje. Moxe BUKOPUCTOBYBATUCS PA30M 3 METOOOM aBTeHTUikayii
SWIFT Huxye.

SWIFT Authentication
ABTeHTUikayis B cuctemi
SWIFT

Communications sent between the Bank and the Customer via the SWIFT network,
including, but not limited to, account information, payment orders, and instructions
to amend or cancel such orders, will be authenticated using procedures defined

in SWiFT’s Contractual Documentation (as amended or supplemented from time

to time) which includes without limitation its General Terms and Conditions and

FIN Service Description or as set forth in other terms and conditions that may be
established by SWIFT. The Bank is not obliged to do anything other than what is
contained in the SWIFT procedures to establish the sender and authenticity of these
Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The
Customer is responsible for providing communications to the Bank in the format and
type required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer
is responsible for being familiar with and conforming to SWIFT messaging standards.

lMoBidomneHHs, Wo HadcuaarTbCs Mix baHkom Ta KnieHTom uepes mepexcy
SWIFT, Bkarouaro4u, ase He 06Me #y4uch, iHhopMauiro npo paxyHoK, NIATIHHI
00pyYeHHs Ta IHCTPYKYil 000 BHECeHHS 3MiH ab0 CKACYBAHHS TAKUX OOpyYeHb,
6y0yTb ABTEHTUGIKOBAHI 3 BUKOPUCTAHHSM npouedyp, BusHavyeHux y JorosipHill
OdokymeHTayii SWIFT (3i 3MiHamMu Ta A0ONOBHEHHAMU, W0 NepiodUYHO BHOCATbCS 00
Hei), ska Bkaovae, 6e3 obMexeHb, 3araabHi NOSI0HEHHS Ta YMOBU, a Takox Onuc
¢hiHaHcoBUX nocAyr, abo y nopsioKy, BUSHAYEHOMY B IHWUX NOJIOMEHHSIX TA YMOBAX,
wjo MoxyTb 6yTU BCcTaHOBeHi SWIFT. baHk He 3060B’a3aHull pobutu Hi4Yoro, Kpim
TOro, wo nepedbaveHo npouedypamu SWIFT 015 BCTAHOB/IEHHS BIOhpABHUKA TA
ABTEHTUYHOCTI yux MoBidomM/ieHb.

baHk He Hece BiOnoBi0a1bHOCTI 3a 6y0b-ski noMusiku abo 3aTpumku B cuctemi SWIFT.,
KnieHT Hece BiONoBIOa/IbHICTb 3a HaOAHHS baHKy noBidomsieHb y TOMy (hopMarTi Ta
TOro TUNY, W0 BUMArarThCs TA BU3Ha4YeHi cuctemoro SWIFT.

Mepekasu Ta MoBidomneHHs, HadicnaHi abo oTpumari 3a donomororo 3acobis SWIFT,
nionadaroTs nid 0ito YUHHUX npaBus Ta nonoxeHb SWIFT, Bkaro4aroyu npasuia
uneHcTBA. KnieHT Hece BiONoBIOA/IbHICTb 3a 03HAUOMIEeHHS 3i cTaHOapTamu 06MiHy
noioomneHHsamu SWIFT Ta ix 00TpUMAHHSI.
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ki
SWIFT Authentication Method = 2..
Merto0 aBTeHTuthikayii SWIFT § g
SWIFT Authentication Communications sent between the Bank and the Customer via the SWIFT network, ‘:‘: g'
(Direct Connection for including, but not limited to, account information, payment orders, and instructions g =
Financial Institutions) to amend or cancel such orders, will be authenticated using procedures defined g %
ABTeHTUbikayis SWIFT in SWiFT’s Contractual Documentation (as amended or supplemented from time g 8.
(npsime 3’€0HAHHS 0151 to time) which includes without limitation its General Terms and Conditions and Sio
¢hiHaHCOBUX yCTAHOB) FIN Service Description or as set forth in other terms and conditions that may be

established by SWIFT. The Bank is not obliged to do anything other than what is
contained in the SWIFT procedures to establish the sender and authenticity of these
Communications.

The Bank is not responsible for any errors or delays in the SWIFT system. The
Customer is responsible for providing communications to the Bank in the format and
type required and specified by SWIFT.

Transmissions and Communications sent or received via SWIFT facilities are subject
to SWIFT rules and regulations in effect, including membership rules. The Customer
is responsible for being familiar with and conforming to SWIFT messaging standards.

MosidomneHHs, Wo HadcunarTbcs Mix baHkom Ta KnieHTom Yepes mepexy
SWIFT, Bkarouaro4u, ase He 0bMe HyH4uCh , IHhopMAUiro NPo PAXYHOK, NJIATIHHI
dopyyeHHs Ta IHCTPYKUii uj000 BHECEHHS 3MiH ab60 CKACYBAHHS TAKUX 00pyYeHb,
6y0yTb ABTEHTUGhIKOBAHI 3 BUKOPUCTAHHSIM npoyedyp, BUSHaAYeHux y [JoroBipHil
dokymeHTayii SWIFT (3i 3MiHamMu Ta 0ONOBHEHHSMU, W0 NepioOuU4YHO BHOCSTbCS 00
Hei), sKka BkaoYae, 6e3 obMexeHb, 3araabHi NOSI0HEHHs Ta YMOBU, a Takox Onuc
¢hiHaHcoBUX nocAyr, abo y nopsiOKy, BUSHAYEHOMY B [HWUX NOJIOEHHSIX Td YMOBAX,
wjo moxcyTb 6yTu BCcTaHoBneHi SWIFT. baHk He 3060B’93aHuli pobuTu Hi4Oro, Kpim
TOro, ujo nepedbayerHo npouyedypamu SWIFT 0519 BCTAHOB/IEHHS BIONPABHUKA TA
QABTEHTUYHOCTI yux [MoBidoMieHb.

baHk He Hece BiOnoBidasibHOCTI 3a bydb-ski nomusiku abo 3atpumku B cuctemi SWIFT.
KnieHT Hece BiOnoBida1bHICTb 3a Ha0aHHS baHky noBidomsieHb y TOMY (hopmari Ta
TOro TUNy, Wo BUMArarThCs Ta BU3Ha4eHi cuctemoro SWIFT.

Mepekasu Ta lMoBidomneHHs, HadicaaHi abo oTpumMaHi 3a donomororo 3acobis SWIFT,
nionadarotb nid dito YUHHUX npaBu Ta hosoxeHb SWIFT, BKaoyarouu npasuia
ysieHcTBA. KnieHT Hece BIONOBIOAJIbHICTb 30 03HALIOMIEHHS 3i CTAHOAPTAMU 0OMIHY
nosidomneHHamu SWIFT Ta ix 00TpUMAHHS.

Digital/Electronic Signature Authentication Methods for Electronic Document Submission

MeTtodu aBreHTUhikayii 3a donomoru yughpoBoro/esieKTPOHHOro nionucy 0715 eJIeKTPOHHOro N00AaHHs

00KYMeHTIB
Digital Signature Atype of electronic signature that leverages digital certificates to validate the
Lugposuti nidnuc authenticity and integrity of a signature, message, software or digital document.

Tun eneKTpPOHHOro nionucy, sSkull BUKOPUCTOBYE UughpoBi cepTudpikaru 0n1s
nioTBepOMeHHs ABTeHTUYHOCTI TA YisIICHOCTI nidnucy, noBiOOMJIeHHS, NPOrPAMHOI0o
3a6e3neyeHHss abo yugppoBoro AoKyMeHTd.
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Digital/Electronic Signature Authentication Methods for Electronic Document Submission

Mertodu aBTeHTUhiKayii 3a donomMoru YughpoBoro/eneKTPoHHoro nionucy 015 es1IeKTPOHHOro N0OAHHS
00KYMeHTIB

Electronic Signature
EnekTpoHHuli nionuc

An electronic symbol attached to a contract or other record, unique to and used by a
person with an intent to sign. Electronic signatures can be established in the form of
words, letters, numerals, symbols, click of a button on a website, upload of facsimile

or scan of a physical signature, signing on a touchscreen, or agreeing to any terms and
conditions by electronic means. Created under the sole control of the person using it, it is
logically attached to or associated with a data message capable of identifying the person
who consents to the data message and certifying the person’s consent. Such Electronic
Signature would be submitted to the Bank through the Bank’s electronic channels and in
compliance with the associated Authentication Methods described above.

EnekTpoHHUl cumMBOJI, U0 A00AETHCS 00 KOHTPAKTY ab0 iHWOro 3anucy, yHikaabHuUl
0719 ocobu, sika Mae Hamip toro nionucatu. EnekTpoHHuUl nidnuc moxe 6yTu cTBopeHull
y BUrns0i cniB, n1itep, yugp, CUMBOJIIB, HATUCKAHHS KHONKU HA Be6CAliTi, 3aBAHTAMEHHS
¢hakcumine abo ckaHyBAHHS hi3udHoro niodnucy, nidnucy Ha CeHCOPHOMY eKpPaHi

a6o 3rodu 3 6ydb-IKUMU YMOBAMU TA NOJIOHEHHSIMU 3a 00NOMOI 00 e1eKTPOHHUX
3acobiB. CTBopeHul nid BUK/IHOYHUM KOHTPOIeM ocobu, KA Uoro BUKOPUCTOBYE, BiH
JI0riYHO NPUEOHYETHCS 00 NOBIOOMIIEHHS OaHUX ab60 ACOYItOETLCS 3 HUM, W0 003BOSISIE
i0eHTUughikyBaTu ocoby, sska oae 3rody Ha NoBidoMIeHHsI daHUX, i 3acBidYye ii 3rody.
Takuti EnekTpoHHUll nionuc nodaeTbcsi 00 baHKy Yepes enekTpoHHI kaHau baHky Ta 3
00TpUMAaHHSIM BiONoBiOHUX MeTo0iB aBTeHTUiKayil, onucaHux suuje.

Manual Initiated Funds Transfer (MIFT) Authentication Method

MeT00 aBTeHTUthikayii nepekasy KowTis, iHiyiliosaHoro Bpy4Hy (MIFT)

MIFT Authentication
ABTeHTUubikayis MIFT

Manually Initiated Funds Transfer (MIFT), including amendments, recalls, or
cancellations of previous manual instructions, may be made by fax or letter or
upload to CitiDirect. Not all forms are supported in all countries. Initiators are
persons designated by the Customer who are authorized to initiate transactions in
accordance with restrictions, if any, are identified by the Customer. Confirmers are
person designated by the Customer that Bank may call back, atits discretion, for
confirmation of manually initiated instructions for funds transfers.

In certain countries, mobile telephone numbers are not accepted as call back
numbers. Further details are provided in the applicable Country Cash Management
User Guide, Global Manual Transaction Authorization or Universal Nomination Form.
MIFT is to be used by the Customer as a contingency method to communication
instructions to the Bank.

ABTeHTUGhiKkayis nepekasy KOWTIB, iHiyitioaHoro Bpy4Hy (MIFT), BKaOYa4U 3MiHU,
BIOK/TUKAHHS a60 CKACYBAHHS honepeoHix IHCTPyKUil, Moxe 6yTu 30ilicHeHa (hakcom,
nuctom abo 3asaHTaxeHda B CitiDirect. He Bci ghpopmu nidTpUMYIOTbCS B YCiX KpAiHAX.
IHiyiaTopu - ocobu, BusHayveHi KnieHToM, ki ynoBHOBaMeHI( iHiyiroBatu onepayii
BIONOBIOHO 00 06MexeHb, SIKWO Taki BusHaveHi KnieHTom. [1i0TBepdxcyBayi — ye
BU3HayYeHi KnieHToM ocobu, skum baHk Moxte neped3BoHUTU Ha BAACHUL po3cyd 015
nioTBepO#eHHs IHCTPYKUil 3 nepeKa3sy KOWTIB (HiYilioBAHUX BPYYHY.

Y desikux kpaiHax HoMepu MOBIsIbHUX TeslehoHIB He npuliMaroTbCs SK Homepu 015
3BOPOTHOro 03BIHKA. binbwl 0eTasbHy iHGhopMauito HaBedeHo y BiOnoBiOHOMY ToCibHUKY
KOpUCTYBQay4a 3 ynpasJliHHS rPOWOBUMU KOWTAMU B KpAiHi, [106abHIl iHCTPYKY(i 3
asTopusayii TpaHsakyit Bpy4YHy abo YHiBepcasbHil hopmi HomiHauyii. KnieHT noBuHeH
BukopuctoByBatu MIFT sk pezepBHull MeTo0 nepedaui iHCTPYKUil BaHky.
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Mail, Fax, Email and Messenger Authentication Methods

Metodu aBTeHTUghikayii 3a 0onoMoror nowiTu, (hakcy, eIeKTPOHHOI nowTu Ta MeceHoxepis

Seal Image Verification
MepeBipka 306paxeHHs
neyarku

Correspondence received by the Bank via fax, mail, email or messenger, excluding
MIFT requests, are verified and collated with due care based on the seal image
contained in the Customer’s authority document or similar document provided to
the Bank.

3a BuHATKOM 3anutiB MIFT, kopecnhoHOeHyis, 0TpUMaHA BaHKoM (hakcom, nowTor,
€JIeKTPOHHOK NOWTOH abo MeceHO#epoM, hepeBipSETbCS TA 3ICTABNSIETHCS 3
HQ1IeXHOK PEeTesIbHICTI0 HA 0CHOBI 306paeHHs] NeYaTKuU, Wo MICTUTbCS B OOKYMEHTI
npo noBHoBax eHHs KnieHTa abo aHas10riyHoMy 0OKYMeHTi, HAOAHOMY BaHKy.

Signature Verification
Mepesipka nidnucy

Correspondence received by the Bank via fax, mail, email or messenger, excluding
MIFT requests, are signature verified based on the information contained in the
Customer’s authority document or similar document provided to the Bank.

3a BuHATKoM 3anutiB MIFT, kopecnoHOeHUis, oTpuMaHa 6aHkoM (hakcom, nouwiToro,
€J/IeKTPOHHOI howToH ab0 MeceHOHepoM, nepeBipseTbCcs Ha nidcTasi iHghopmayii,
w0 MicTuTbCs B HAOaHoMy baHKy 0oKyMeHTI npo noBHoBa}eHHs KnieHTa abo
QAHAIOrYHOMY OOKYMEHTI.

Secure PDF Encrypted emails are delivered to a regular mailbox as PDF documents that are

3axuujeHull 00KyMeHT y opened by entering a private password. Both the message and body and any

¢hopmari PDF attached files are encrypted. A private password can be set up upon receipt of the
first secure email received.
3awughpoBaHi enekTpPoHHI ucTu B hopmarti PDF 0ocTaBasOTLCS HA 3BUYALHY
NOWTOBY CKPUHBKY y BUr/si0i 00KYMeHTIB y ¢hopmari PDF, ski BIOKpUBAKOTLCS WL/ISIXOM
BBeOeHHs ocobucToro naposs. LLugpyroTbcs ik NoBIOOMIeHHS, TAK [ Til0 IUCTa, a
Takox 6y0b-gki npukpinneri ¢hatiu. OcobucTuli naposib MOXHA BCTAHOBUTU Nic/isi
OTPUMAHHS Nepuworo 3axuujeHoro eJleKTPOHHOro JIUCTd.

MTLS Mandatory Transport Layer Security (MTLS) creates what would be a secure, private

MTLS email connection between the Bank and the Customer. Emails transmitted using

this channel are sent over the internet though encrypted TLS tunnel created by
the connection.

060oB’a3koBUl 3axUCT Ha piBHI TpaHcnopTyBaHHS (Mandatory Transport Layer
Security, MTLS) cTBOpIO€ TaK 3BaHe 3axuuieHe, NPUBATHE 3’ €OHAHHS e/IeKTPOHHOT
nowrTu mMix 6aHKOM i KJIEHTOM. ENeKTPOHHI IUCTU, WO nepedarThCs YUM KAHAIOM,
HadcunarTbcs Yepes IHTepHeT yepes sawugpoBarull TLS-TyHeb, cTBopeHul nid yac
3’€0HAHHS.

Phone Authentication Methods

MeTto0u Teneq)oHHOT aBTeHTUhikayii

PIN
PIN-k00

Customers contacting the Bank via phone are prompted to enter a PIN to validate
authorized access.

KnieHTam, ski 38’93yt0Tbcs 3 BaHkom no TeneoHy, nponoHyeTbcs BeecTu PIN-k00
07151 ni0TBEpPO#EeHHS ABTOPU30BAHOro A0CTyny.
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Phone Authentication Methods

Metodu tenehoHHoT aBTeHTUikayii

Verification Questions Customers contacting the Bank via phone are prompted by the Bank’s service
BepuikayiliHi nutaHHs representatives to provide correct verbal responses to verification questions in order

to validate authorized access.

KnieHTam baHky, ki 3BepTar0TbCs N0 TesedoHy, hpedCTABHUKU no poboTi 3
K/IEHTAMU NPONOHYIOTb HAOATU KOPEKTHI yCHI BIONOBIOi Ha BepughikayiliHi NUTAHHS 3
MeToto ni0TBepOMeHHsI ABTOPU30BAHOIro 00CTyNy.

The availability of Authentication Methods described above varies based on local markets.

JocTynHicTe onucaHux Buwje MeTodiB aBTeHTUikayil 3a1exuTb Bi0 MiCyeBUX PUHKIB.

3. Customer Responsibilities
06oB’a3ku Knienta

31

3.2

3.3

Identifying Authorized Users: Customer is responsible for identifying: (i) all individuals acting on the
authenticate the Customer’s Account(s) on behalf of the Customer at an entity level for all Services and
connectivity channels, and (ii) each person acting on behalf of the Customer being duly authorized by the
Customer to act on the Customer’s Account.

I0eHTUikayis ABTOpU30BAHUX KOPUCTYBAYiB: KnieHT Hece BiOnoBiOaibHICTb 3a ideHTuikayiro: (i) ycix
¢hisuyHux ocib, siki 0itoTb BIO iMeHi KnieHTa Ha piBHI topuduyHoi ocobu 0515 Bcix [Tocayr Ta KaHAiB 3B°93KY,
Ta (ii) KoxHy ocoby, ska Oie Bi0 iMeHi KnieHTa, Ha1eHUM YUHOM ynoBHoBaxeHy KnieHTom diaTu 3 AKayHTOM
KnienTa.

Customer is responsible for assigning and monitoring any transaction limits assigned to the Customer and/
orits users and ensuring that these limits (a) do not exceed the limits as required by the Customer’s internal
policies and other authority and constitutive documents such as Customer’s Board of Director resolutions,
Bank Mandates, Power Of Attorney, or equivalent document, and (b) are properly reflected on all connectivity
channels and user entitlements.

KnieHT Hece BIONOBIOQIbHICTb 3Q BCTAHOB/IEHHS TA MOHITOPUHT 6Y0b-IKUX JIIMITIB HA TPAH3AKYil, NpU3HAYEHUX
KnieHTy Ta/abo lioro kopucTyBayam, a TaKox 3a 3abesnevyeHHs Toro, wob ui niMitu (a) He nepesuwyBaiu
NIMITIB, nepedbayeHux BHYTPIWHIMU NONITUKAMU TA (HWUMU NOBHOBAMEHHSMU TA yCTAHOBYUMU 0OKYyMeHTaMU
KnieHTa, Takumu sik piweHHss Padu dupekTopiB KnieHTa, 6aHKiBCbKI DopyyeHHs, A0BipeHOCTi abo eKBIBAIeHTHI
dokymeHTU, Ta (b) By/iu HanexHUM YUHOM BI006BpaXeHi Ha BCiX KAHAIAX NIOK/I0YeHHS T NPABAX
KOpucCTyBQuiB.

Certain jurisdictions may require individuals (and their corresponding Credentials) to be identified by the
Bank in accordance with applicable AML legislation requirements before granting access to perform certain
functions. Please contact your Customer Service Representative or visit the CitiDirect website for further
information.

Heski ropucoukyii MoxyTb BUMaratu, wob baHk ideHTugikyBas hizuyHux ocib (Ta ixHi BionosioHi O6/1ikoBI
0aHi) BionoBidHO 00 BUMOI YUHHOI0 3AKOHOOABCTBA y chepi npoTudii BIOMUBAHHIO KOWTIB, nepul Hix HadasaTu
docTyn 00 BUKOHAHHSI NneBHUX (yHKYil. 15 oTpuMaHHs 0odaTkoBoi iHghopmauyii, 6ydb nacka, 3BepHITbCsl 00
CBOro npedcTaBHUKA no poborTi 3 knieHTamu abo BidBidalite Bebealr CitiDirect.
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3.4 Safeguarding of Authentication Methods
3axuct MeTodiB aBTeHTUikayii

The Customer is responsible for safeguarding the Authentication Methods and Credentials with the highest
standard of care and diligence, and ensuring that access to and distribution of the Credentials are limited
only to persons that have been authorized by the Customer. Communications sent by a third party: Where
the Customer is using a Credential to identify and authenticate their Communications as originating from
them as a legal entity, the Customer is responsible for exercising full control over the use of such Credentials
when sending Communications to the Bank, including where such Communications are sent by applications
and/or systems that are managed by a third party on behalf of the Customer. In all circumstances the Bank
will (@) deem any Communication it receives through an electronic connectivity channel, that has been
received by the Bank in compliance with these Security Procedures duly authenticated as originating from the
Customer, as a Communication instructed by the Customer and (b) may act upon any Communication that it
receives on behalf of the Customer in compliance with these Security Procedures.

KnieHT Hece BiOnoBidaibHICTb 3a 3axuct MeTodiB aBTeHTuUghikayii Ta O6nikoBuUX AAHUX 3 HAUBUWUM piBHEM
06epexHOCTI Ta CTAPAHHOCTI, A TAKOM 3d 3ab6e3neyeHHs Toro, wob doctyn do Ob6nikoBuUX OAHUX T iX
p03n0BCOHEHHS 06MexyBaBcs nuwe ocobamu, ki 6ynu ynosHoBaxeHi KnieHTom. MoBidomneHHs, HadicaaHi
TPeTboto CTOPOHO: SIKwo KnieHT BukopucToBye Obikosi daHi 015 i0eHTughikayii Ta aBTeHTUghiKkayii cBoix
lMoBi0oM/IeHb SIK TAKUX, W0 NOX00STb Bi0 HbOr0 K PUOUYHOT 0cobu, KnieHT Hece BiOnoBiOQ/IbHICTb 3a
30ilicHeHHs1 NOBHOIo KOHTPOJIH0 3a BUKOPUCTAHHAM Takux O61ikoBux OaHUX npu HadcunaHHi [loBidomneHb
BaHky, B ToMy yucni, skujo Taki [ToBidomieHHs HaOcunaTbcs 3a donomoror 000aTKiB Ta/abo cuctem, sKi
ynpaBnsioTbCs TPETbO 0coboro Bi0 iMeHi KnieHTa. 3a 6ydb-skux o6¢cTaBuH baxk (a) 6yde BBaxatu 6ydb-sxe
lMoBidOM/IEHHS, OTPUMAHE HUM Yepe3 esleKTPOHHUU KaHas 3B°93KY, sike 6ys10 oTpuMaHo baHkom BionoBidHO 0o
yux Mpouyedyp 6esneku, HAIEHHUM YUHOM 3acCBiOYeHe K TaKe, Wo noxoouTb Bid KnieHTa, sk MNoBidomneHHs
3a 0opyveHHsM KnieHTa, Ta (b) moxce digTu Ha nidcTasi 6ydb-sikoro 1oBi0OMIEHHS, OTPUMAHOIro HUM Bi0 iMeHi
KnieHTa, BidnosioHo do yux lMpouedyp 6e3neku.

4. DataIntegrity and Secured Communications
UinicHicTp 0aHux Ta 3axuuieHi KOMyHikayii

41 The Customer will be transmitting data to and otherwise exchanging Communications with the Bank,
utilizing the internet, mail, email and/or fax which the Customer understands are not (i) necessarily secure
communications and delivery systems, and (ii) under the Bank’s control.
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KnieHT nepedaBartume 0aHi baHky Ta iHWUM YUHOM 06MIHIOBATUMETbCS 3 HUM IH(hOPMAUIE, BUKOPUCTOBYHOYU
IHTepHeT, nowTy, eIeKTPOHHY NOWTY Ta/abo hakc, ki, Hackinbku KnieHT po3ymie, (i) He 060B’93K0BO €
3axuuUieHuUMuU cucTemMamu 3B°93ky Ta doctaBku, Ta (ii) nepebyBaroTb nid KOHTPOIEM BaHKY.

4.2 The Bank, utilizes industry leading encryption methods (as determined by the Bank), which help to ensure
that information is kept confidential and that it is not changed during electronic transit.

BbaHk BUKOPUCTOBYE NPOBIOHI B rasysi MeToou wugpyBaHHS (3a BUSHA4YeHHAM baHKy), ki donomMararoTb
3abe3neyutu KOHpiOeHYillHICTb iHhopmayii Ta i He3MIHHICTb nid Yac eseKTPOHHOro nepedaBaHHS.

4.3 Ifthe Customer suspects or becomes aware of a technical failure or any improper or potentially fraudulent
access to or use of the Bank’s Services or connectivity channels or Authentication Methods by any person
(whether an authorized person or not), the Customer shall promptly notify the Bank of such occurrence. In
the event of improper or potentially fraudulent access or use by an authorized person, the Customer should
take immediate actions to terminate such authorized person’s access to and use of the Bank’s Services or
connectivity channels.
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SAkuwjo KnieHT nido3proe abo 0i3HAETLCS NPO TexHiYHUl 36il abo 6y0b-sKuli HeHaaexHull Yu NoTeHYillHO
waxpaticbkuli docTyn abo BukopucTaHHs lMocayr baHky abo kaHasiB 38’a3Ky yu MeTodiB aBTeHTughikayii 6yob-
Kor 0coboro (He3asiexHo Bid TOro, Yu € BOHA YNOBHOBAMEHOK 0C060t0 Yu Hi), KnieHT 30608’a3aHuli HeratiHo
nogidomuTu baHkK npo Taky nodito. ¥ Bunadky HeHasexHoro abo noteHyiliHo waxpalicbkoro doctyny abo
BUKOPUCTAHHS YNOBHOBAMEHO 0C060t0, KNiEHT noBUHeH HeraliHo B#UTU 3ax00iB 015 npunuHeHHs docTyny Ta
BUKOPUCTAHHS TAKOK YNOBHOBAM#EHO 0coboro lMocayr abo kaHanis 38’a3Ky baHky.
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4.4 Ifthe Customer utilizes file formatting or encryption software (whether provided by the Bank or a third party) to
support the formatting and recognition of the Customer’s data and instructions and acts upon Communications
with the Bank, the Customer will use such software solely for the purpose for which it has been installed.

SAKwo0 KnieHT BUKOPUCTOBYE nporpamHe 3abesnedeHHs 0715 hopmaryBaHHS ¢halinis abo wugpyBaHHs (HadaHe
baHkom abo TpeTboro 0cob60r0) 015 NIOTPUMKU (hOPMATYBAHHS TA PO3NI3HABAHHS 0AHUX TA IHCTPYKUil KnieHTa,
a Takox 0715 30ilicHeHHs KoMyHikayili 3 baHkoM, KnieHT 3060B8’93y€TbCS BUKOPUCTOBYBATU TAKE NPOrpamMHe
3a6e3neyeHHs BUKJTHOYHO 3 TiE0 MeTor, 07151 iKol BOHO 6Y/10 BCTAHOBIEHe.

4.5 The Customer accepts that the Bank may suspend or deny users’ access to Services requiring the use of
Credentials (i) in case of suspicion of unauthorized or fraudulent use of the Credentials and/or (ii) to safeguard
the Services or Credentials.

KnieHT noro0xyeTbcs 3 TUM, Wjo baHk Mae npaBo npusynuHUTU abo BiIOMOBUTU KOPUCTYBa4yam y 0ocTyni
do lMocayr, wo BUMArarTh BUKOpUCTaHHS O6nikoBux daHux (i) y pasi nido3pu B HeCaHKYiOHOBAHOMY abo
waxpaticbkkoMy BUKopucTaHHi 0bnikoBux daHux Ta/a6o (ii) 3 meToto 3abe3neyeHHs 6esneku Mocayr abo
O6nikoBuXx 0aHUX.

For applications accessible in CitiDirect and CitiConnect (with the exception of Personal Certificates discussed
below), the Bank requires the Customer to establish a “Security Manager” function. Security Managers are
responsible for:

Jns dodatkis, docTynHux y CitiDirect Ta CitiConnect (3a BuHsITKOM lNepcoHaibHUX cepTughikaTis, npo ski toeTbes
Huxcde), baHk Bumarae, w06 KnieHT cTBopuB (hyHKUito «MeHedxep 3 6e3neku». MeHedmwepu 3 6e3neku HecyTb
BIONOBIOA/IbHICTb 30 HACTYNHE:

51 Establishing and maintaining the access and entitlements of users (including Security Managers themselves)
including activities such as: (a) creating, deleting or modifying user Profiles (including Security Manager Profiles)
and entitlement rights (Note that user name must align with supporting identification documents); (b) building
access profiles that define the functions and data available to individual users; (c) enabling and disabling user log-on
credentials; and (d) assigning transaction limits (Note these limits are not monitored or validated by the Bank and
Customer should monitor these limits to ensure they are in compliance with the Customer’s internal policies and
requirements, including but not limited to, those established by the Customer’s Board of Directors or equivalent);

BcTaHoBAEHHS TA hiOTPUMAHHS 00CTyny TA hpas KOPUCTYBAYiB (BKAOYAro4U camux MeHedxepiB 3 6esneku),
BKJIIO4QOYU TAKI BUOU Qisi/IbHOCTI, 1K (@) CTBOPEHHS, BUOAJIEHHS a60 3MiHY npoginiB KOpUCTyBaYIB
(Bkrouaroyu npocpini MeHeOmepiB 3 6ezneku) Ta npas 00CTyny (3BepHITb yBary, Wo iM’s KopuCTyBa4a NOBUHHO
BiOnoBidaTu ni0TBepOHyYUM O0KYMEHTAM, W0 nocBiduyoTb 0coby); (b) cTBOpeHHs npoghinis docTyny, aki
BU3HAYAOTb (hyHKYIT Ta OaHI, 00CTYNHI OKPeMUM KopucTyBa4yam; (C) BBIMKHEHHS Td BUMKHEHHS 0671iKoBuUX
daHux 0115 Bxody B cUCTeMy KOpUCTyBaYis; Ta (d) BCTAHOB/IeHHSA NIMITIB Ha onepauii (3BepHiTk yBary, wo yi
JIIMITU HEe KOHTPOJTIOIOTLCS TA He NiOTBepOXyoTbCs BaHkoMm, i KNiEHT noBUHEH KOHTPOIOBATU Ui 1iMiTu, wob
nepeKoHATUCS, W0 BOHU BiIONOBIOQOTb BHYTPIWHIM NoaiTUKAM Ta BUMoram KiieHTa, BKarYQro4uU, ae He
06Mexy4UCh, BCTAHOBeHUMU Padoto dupekTopiB KnieHTa abo ekBiBaIeHTHUMU OOKYMEHTaMUu);
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5.2 Creating and modifying entries in Customer maintained libraries (such as preformatted payments and
beneficiary libraries) and authorizing other users to do the same;

CTBOprOBATU TA 3MIHKOBATU 3anucu B bibniotekax, wjo nidTpumyoTbcss KnieHTom (Hanpukaad, nonepedHbo
BidghopmaToBaHi nnartexi Ta 6ibioTeKku 00epHyBayiB), a TAKOX HAOABATU (HWUM KOPUCTYBAYaM
NOBHOBA}EHHS pobuTu Te came;

5.3 Modifying payment authorization flows;

Modughikauyis noTokis aBTopusayii nnatemis;

5.4 Allocating dynamic password credentials or other system access credentials or passwords to the Customer’s
users;

HadaHHs kopucTyBayam KnieHTa obnikoBux 0aHux OUHAMIYHOro naposs abo iHwux 061iKkoBUX OQHUX YU
naposis 0ocTyny 0o cucTemu;

5.5 Notifying the Bank, if there is any reason to suspect that security has been compromised; and

lMogidomneHHs1 baHky, aKWo € niocTasu nido3proBaru, wjo 6esneka bysia nopyweHa; Ta

5.6 Managing and procuring digital certificates and authorizing other users to do the same.

YnpaBninHs Ta npudbaHHS yughpoBuX cepTughikaTia Ta HAOAHHS NOBHOBAMEHb IHWUM KOpUCTyBayam pobutu
Te came.

Please note: Security Manager roles and responsibilities may vary or not be applicable in certain markets due

to regulatory requirements and/or operational capabilities. In such markets, the Bank may require additional
documentation and other information from the Customer to perform Security Manager functions on behalf of the
Customer.

3BepHiTb yBary: ®yHkyii Ta 0608’53KU MeHedHepa 3 6e3neku MOy Tb BIOPI3HATUCA abo He 3aCTOCOBYBATUCS HA
neBHUX PUHKAX Yepe3 perynsaTopHi Bumoru T1a/abo onepayiliHi MOXauBoCTi. Ha Takux puHkax baHk Moxe Bumaratu
Bid KnieHTa dodaTtkoBy AOKYMEHTAYito Ta iHWY iHghopmMayito 0715 BUKOHAHHS (hyHKUill MeHedxepa 3 6e3neku Bid
iMeHi KnieHTa.

6. Use of CitiDirect and CitiConnect by Security Managers
BukopuctaHHsa MeHeOxepamu 3 6e3neku CitiDirect Ta CitiConnect
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The Bank requires two (2) separate individuals to input and authorize instructions; therefore, a minimum of two
Security Managers are required. Any two Security Managers, acting in concert, are able to give instructions and/
or confirmations through the connectivity channels in relation to any Security Manager function or in connection
with facilitating communications. Any such communications, when authorized by two Security Managers,

will be accepted and acted on by the Bank and deemed to be given by the Customer. The Bank recommends

the designation of at least three Security Managers to ensure adequate backup. The Customer shall designate
Customer’s Security Managers on the TTS Channels Onboarding Form. A Security Manager of the Customer may
also act as the Security Manager for a third party entity (for instance, an affiliate of the Customer) and exercise
all rights relating thereto (including the appointment of users for that third party entity’s Account(s)), without any
further designation, if that third party entity executes a Universal Access Authority form (or such other form of
authorization acceptable to the Bank) granting the Customer access to its account(s). This only applies in relation
to Account(s) covered under the relevant authorization.
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baHk Bumarae, ujob BBe0eHHsl Ta aBTopu3ayis iHcTpykuyili 30ilicHroBanucs 2 (0BomMa) okpeMumu (hizuyHuUMuU ocobamu;
oTHe, Heobxi0Ho MaTu wjoHaltmMeHwe 0Box MeHedxepiB 3 6e3neku. bydb-siki dBa MeHedxepu 3 besneku, ditoHu
CNiJIbHO, MOX(YTb HAOABATU IHCTPYKUii Ta/abo ni0TBepO#eHHs Yepe3 KaHA U 3B’3KY CTOCOBHO b6y0b-aKoi hyHKkYil
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MeHeoxepa 3 6eaneku abo y 38’93Ky i3 3abe3aneyeHHIM KOMyHikayil. bydb-sKi Taki NoBIOOMJIeHHS], CAHKUiOHOBAHI
0Boma MeHedxepamu 3 6e3neku, NpuliMaroTbCs TA BUKOHYOTbCS BAHKOM | BBAXAIOTLCS TAKUMU, W0 HAOAHI KieHTOM.
BaHK pekomMeHOy€e Npu3HAYUTU WoHaliMeHwe Tpbox MeHedmepiB 3 6e3neku 019 3a6e3neyeHHs HA/IeHHOI 3aMiHU.
KnieHT npusHauae MeHedxepiB 3 6e3neku B @opmi BCTaHOBIEHHs docTyny 0o kaHasniB TTS. MeHedxep 3 6e3neku
KnieHTa moxce Takox 0isTu sk MeHedxep 3 6e3neku TpeTbol CTopoHU (Hanpuknad, aginilioBaHoi ocobu KnieHTa)

Ta 30ilicHroBATU BCi NOB’A3AHI 3 YuM npasa (BK/I0YAYU NPU3HAYEHHS KopucTyBaYis 015 PaxyHky(iB) yiel TpeTbol
CTOpPOHU) 6e3 6y0b-s1Koro 000ATKOBOIr0 NPU3HAYEHHS, IKULO Usl TPeTs CTOPOHA 0GhopMITIOE (hopMy YHIBEpCaIbHOro
003B0s1y Ha 0ocTyn (abo iHwy npuliHATHY 0159 baHky ghopmy 0o3BoAy), wjo Hadae KieHTy docTyn 0o ii PaxyHky(is). Lle
CTOCYEThCS uwle TuX PaxyHKiB, HQ SKi NOWUPHETLCS BiONOBIOHUL 003Bis.
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7. Use of CitiDirect by Security Officers (For Personal Certificates only)
BukopuctaHHs CitiDirect cniBpobiTHUukamu cayxbu 6esnexku (nuwe ons
nepcoHasIbHUX cepTudpikarin)

The Bank requires two (2) separate individuals to manage digital certificates attributed to individuals (“Personal
Certificates”). Therefore, two Security Officers are required to assign and remove Personal Certificates to users,
for the purpose of authenticating and authorizing Communications on the connectivity channels. The Bank
recommends the designation of at least three Security Officers to ensure adequate backup. Any Communications
authorized by Personal Certificates will be accepted and acted on by the Bank and deemed to be given by

the Customer.
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baHk Bumarae, wob ynpasiHHS YuppoBUMU CepTUGhiKaTamu, Wo Haaexars (hizauyHUM ocobam («[lepcoHasibHi
cepTughikatu»), 30ilicHroBanu 2 (0Bi) okpemi ocobu. Takum YuHOM, OBA CNiBPObLITHUKU C/Iy#bU 6e3neKu NOBUHHI
npusHayaTtu Ta BIOKAUKATU NepPCOHA/IbHI cepTuhikatu 0719 KOPUCTYBAYAM 3 MeTOH aBTeHTUikayii Ta aBTopusayii
KomyHikayili Ha kaHanax 38’3Ky. baHk pekoMeHOy€E npu3HaYaTu WoHaliMeHuwe TPboX CNiBPObITHUKIB caymbu
6e3neku 0519 3a6e3neveHHs] HAJIeHOro pe3epBHOro KoNitoBaHHS. bydb-ski [10Bi0OMIeHHS, ABTOPU30BAHI
lMepcoHanbHUMU cepTughikaramu, NpUliMarTbCs TA BUKOHYIOTbCS BAHKOM [ BBAXAKTbCS TAKUMU, W0 HAOAHI
KnieHToM.
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